priority.

N'Y7'79X NIV NIZNN

o7 'V"MIMO [ Yynna 'onimd

1019 YL AN PYUNNA 'O 7Y DXRY7OR NNY NIRRT NI'NIN NIVIISNA DT JNona
7Y NIPNNN NIRAIN NI0II9N L|D 1ND .VIVI'RN DY IR/ (VIXIVI'R) NIIARD NYWID LY
myxy SSL nTivn 7 nagnn? nirnan ,12%1 nnax nwa? nnpnn iayi LIS naw
AXPY7ONRN NOW NN PN ANKR? 701 ,SSL-n nTIvn NX 7R1LIS-D nw nx 7NN ppnnt v

nin'Ti7zn niv1T.1

NnYY? nimam aanin nNIvnAT

N1Y2 NIdAYAL ANIN 'O JNoND X TN NN NIdYAL DN DN NwATY
1I0V9I0 'UMIMD INXKA NINIPYN TN TIVAN N'90Nn

nidvon nivnT
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http://www.priority-software.com/he/%D7%90%D7%96%D7%95%D7%A8-%D7%9C%D7%A7%D7%95%D7%97%D7%95%D7%AA/

2012 nhwvw

:D'NaN DUTYXYD DX yyah wr \Windows 2012 nawa
Dashboard > Add roles and -2 1ina'%71 (Server Manager) nwn 71n1 punn nx 7von7 v .1
features

Server Manager » Dashboard

WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o Configure this local server

QUICK START

18}

w

Add other servers to manage

WHATS REW 4 Create a server group
5 Connect this s to cloud services
LEARN MORE
Next v yin?7 ' ,nnoaw 17N .2
[ Add Roles and Features Wizard = [ =
Before you begin Ao cemnoe

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

fou Begin

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

Ne: > Install

www.priority-software.com
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Next 2y yin?771 ,mpnn? Tvimn nawa in? vt .3
= Add Roles and Features Wizard HEIES

DESTINATION SERVER

Select destination server AVETP ceshbelcoll

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Select a server from the server pool
Select a virtual hard disk

Installation T

Server Roles Server Pool
Features
Fitter: |
Name IP Address Operating System

AVFTP.ceshbel.co.il .0.0.9 Microsoft Windows Server 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

.Next 7v yin?21 \Web Server (IIS) nignna nna7 v 4
=) Add Roles and Features Wizard - | o[

DESTIMATIOM SERVER

Select server roles e

Select one or more roles to install on the selected server,

Before You Begin

Roles Description
o s Web Server (1IS) provides a reliable,
LI Applicaticn Server manageable, and scalable Web
[] DHCP Server application infrastructure,
[] DNS Server
[] Fax Server
[ [®] File and Storage Services (2 of 12 installed)
[ Hyper-v

[] Metwork Policy and Access Services
[] Print and Dacument Services

[] Remaote Access

[[] Remote Desktop Services

[] Volume Activation Services
%Windows Deployment Services

[ Windows Server Essentials Experience
[ Windows Server Update Services

www.priority-software.com
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.(I1S) Web Server-n minw D nx qomn? v .5

Select role services

Before You Begin
Installation Type

Server Sz2le

ion
Server Roles
Features

Web Server Role {IIS)

Confirmation

7]

Add Roles and Features Wizard = | =

DESTIMATION SERVER
AVFTP.ceshbel.codil

Select the role services to install for Web Server (I15)

Role services Description
e ~ IIS 6 Scripting Tools provide the
[] Windows Authentication ability to continue using IIS 6
b [] Application Development scripting tools that you built to

4 [ FTP Server manage I\.S 6_in 115 7, especially if
your applications and scripts that
[] FTP Service use ActiveX Data Objects (ADO) or
[] FTP Extensibility Active Directory Service Interface
(ADSI) APls. lIS 6 Scripting Tools
“ Management Tools require Windows Prolzessg!-‘\clivation
15 Management Console Service Configuration API,
IS E[ganagemem Compatibility
Il

6 Metabase Compatibility

lIS & Management Console

IIS 6 Scripting Tool:
115 6 WMI Compatibility
[ 1S Management Scripts and Tools

[[] Management Service

NINAN NI'NWONA N1INYY7 v Application Development q'voa .6
.NET Extensibility 4.5 e

ASP

ASP.NET 4.5

ISAPI Extensions

ISAPI Filters

Select role services

Before You Begin

Installation Typ
Server Selection
Server Roles

Features

Server Role (IS)

Confirmation

Add Roles and Features Wizard = =

DESTIMATIOM SERVER
AVFTP.ceshbel.coil

Select the role services to install for Web Server ([15)

Role services Description
L e ~ ASP.NET provides a server side
4 Application Developrnent object oriented programming
[ .NET Extensibility 3.5 environment for building Web sites

- and Web applications using

NET Extensibility 4.5 managed code. ASP.NET 4.5 is not
[ Application Initialization simply a new version of ASP. Having
ASP been entirely re-architected to

- provide a highly productive
L1 ASP.NET 35 programming experience based on

m@ the NET Framewark, ASP.NET
[ cal provides a robust infrastructure for
1SAP] Extensions building web applications.
ISAPI Filters
[ server Side Includes
[] WebSacket Protacal
4[] FTP Server
[] FTP Service

Install
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Install 7y yin77 v ,nnow 17na .7

i Add Roles and Features Wizard = | E
. . . . DESTINATION SERVER
Confirm installation selections AVFTP cshosto
Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typ

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear
their check boxes,

Server Role!

Features

Web Server Role (II5) Web Server (IIS) ~
Web Server
Common HTTP Features
Static Content

Role Services

Confirmation

Default Document
Directory Browsing
HTTP Errors

Security
Request Filtering

Application Development

mirT e . L ar h

Export configuration settings
Specify an alternate source path

.Close 7y yIn?7 w' DI'o7 .8
[ Add Roles and Features Wizard = =

Installation progress e e

View installation progress

o Feature installation
| —

Installation succeeded on AVFTP.ceshbel.co.il.

Web Server (lIS) -
Web Server
Commeon HTTP Features
Static Content
Default Document

Directory Browsing
HTTP Errors

Security
Request Filtering
Application Development
.NET Extensibility 4.3 ~
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

www.priority-software.com

Cat.No. LB150102 Ver.18 | 24/04/19



" Windows 2008 R2 mw
:D'NAN DUTYXYA DX y¥ah wr \Windows 2008 R2 mawa

‘Roles > Add Roles -1 11na%71 (Server Manager) nawin 710 pwunn nx 7von7 v+ .1

5., Server Manager [ B4 |
File Action Yiew Help
=

Wl ol
[ 3 Rales -
i Features ﬁ
? Diagnostics ' View the health of the roles installed on your server and add or remove roles and Features,
= Configuration £

(1) Task Scheduler

ﬁ windows Firewall with Adv

v E Rales Summary Help

G Bervices
i WMI Control -
I Local Lsers and Groups ~ Roles: 0 of 17 installed 3 add Roles
=5 Storage T Ren_s Roles

Select Server Roles > Web Server (1IS) nina7 wr .2

Add Roles Wizard

ﬁj Select Server Roles

Eefore ¥ou Begin

Seleck one or more roles to inskall on this server,
Server Roles Ruoles:

Descrip
Web Server (I15) [ ] Active Directory Certificate Services :_T:Tban
Role Services [ Active Directory Domain Services applicga
n . |:| Ackive Directory Federation Services
Emi AL [ Active Directory Lightweight Directory Services
Frogress |:| Ackive Directary Rights Management Services
Resulks [] Application Server

|:| DHCP Server

[] DMS server

|:| Fax Server

[ File services

|:| Hyper-Y

[] Metwork Policy and Access Services
I:l Print and Document Services

|:| Remote Deskbop Services

Yeb Server (I1S)

indows Deployment Services
[ windows Server Update Services

More abouk server roles

= Prewious I Mext = I

NIN2N NI'NYOKRN DX n07 w' Select Role Services YJona .3

e Static Content
e Default Document
e ASP.NET
e ASP
¢ [IS6 Management Compatibility
a. lIS 6 Metabase Compatibility

N7U9N N>WN7 1YY ymin .0"Non7? NTAy USI0NPA TN IT N7Y9N NdIWN Nd'NNN A7 MY’
AN NTY
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b. IS 6 WMI Compatibility
c. Scripting Tools
d. Management Console

Add Required ) nu7an nnpninn 75 NX 727 2in2% v ,nnoan n'w-1Th 1I7na Next yin?7 v 4
AWK (Role Services

Add Roles Wizard E

O Add role services required for ASP.NET?

e,
I

rou cannot inztall ASF MNET unless the required role services are also ingtalled,

Role Services;

= web Server [I15]
[=] ‘Web Server
= Application Development
ISAP Filters
|S&PI Extensions
MET Extensibility

Diezcription:

Wwieb Server [I15] provides a reliable,
managesble, and scalable “Web application
infrastucture.

| Add Required Role Services I Cancel |
]

i) Why are these rale services required?

g
4

:D'9011 D'T'PONA |IN'0 Y'OI' NIW'RN INXY

ﬁ’%’ Select Role Services

Befaore You Begin

Server Roles

‘Wehb Server (115)

Confirmation
Progress

Results

Select the role services ta install For Web Server (115):

Role services:

Description:

= @ web Server

= [E Comman HTTR Features
Static Content
Default Document
Directory Browsing
HTTP Ertors
[] HTTP Redirection
[] webDay Publishing

= @ application Developrent
5P NET
\MET Exttensibility

1,5
Cal
15APT Extensions
1SAPI Filkers
[] server Side Includes
= [E Health and Diagnostics
HTTP Logging
] Logging Taols
Request Manitor

[ Tracina
More about role services

.| Active Server Pages (45P) provides a
server side scripting environment Fior
building Web sites and Web
applications, Offering improved
performance over CGI scripts, ASP
provides [15 with native suppart For
both YBScript and J5cript, Use ASP if
vou have existing applications that
require ASP support, For new
dewvelopment, consider using
ASP.MET.

4]

< Previous | Mext > I Install Cancel
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"Windows 7-2 nTIAy
}(Windows 7 '@ nagnn) nMwd nUnwnn ATIAY NINN DY ATIAYa
Control panel > Programs and Features > Turn Windows Features On or Off:aina7 wr .1

NIMION NIXAN NI'NYONNY XTHYI

3 Internet Information Services
[0 FTP Server
= Web Management Tools
1IS 6 Management Compatibility
1IS Management Console
1IS Management Scripts and Tools
IIS Management Service
= world Wide Web Services
= Application Development Features
.MET Extensibility
ASP
CGI
ISAPI Extensions
ISAPI Filters
Server-Side Includes
= Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
webDAY Publishing
Health and Diagnostics
Custom Logaging
HTTP Logging
Logging Tools
ODBC Logging
Request Monitor
Tracing
Performance Features
Dynamic Content Compression
Static Content Compression
= Security
Basic Authentication
Client Certificate Mapping Authentication
Digest Authentication
I1IS Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Authorization
windows Authentication

ORROREE

= =

= =

HO° ORO0RO" OROREE

O0m0o000o0

SSL-n nTyn NX 27NN FPNnY 11 (3) XN 9o 1D'wnn ,NIIKD YA NYNANN MIPNnn DX
4 9o NN'Y' Ny ,NINK .Yy

(nt1ax nwn) n'nxy SSL nTivn najznn .3

A11S-n nawa

IS -n mw 71Ina D Nk nimv? v L1
Start > Control Panel > Administrative Tools > Internet Information (lIS) Manager

Server Certificates -2 na7 v .2

N7VY9N Nd>wN7 11w y'min .0"non? Ny USI0NE' M TXN IT N7Y9N Nd>IWWNI Nd'MNN A7 mv -
AN NDTY
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1 HF ——

3...@3 ST523M (ESHBEL\erez) . —
& Applcation Pools Filter: B8 Go - Ghshow all | Group by Area - [EH-
E-[&] Sites ASP.NET
A0 Default web Site s . ) _
& HPTCM = a) . q L =
@ = ¢ 2 C WG
.MET .MET .MET Error .MET MET Truskt Application Connection  Machine Key Page
Authorizati,,,  Compilation Pages Globalization Levels Settings Strings Car
FTP

: - = E o= r
=

[a)
:

FTP FTF Directory  FTP Firewall FTF IPv4 FTF Logging FTP Messages FTP Request FTP
Authentication  Authorizati. .. Brawsing Suppark Address a... Filketing Setl

115

2 9 [

4] &

()

Authentication  Carmprassion Default Directary Etrar Pages Handler HTTP ISAPT ¢
Document Erowsing Mappings Respo... Resktr

i o
i"’ = o= “ty
Cukput Request worker
Caching Filtering Processes

nonn 7w ' 1ya Create Self Signed Certificate -2 ina7 vt .3

AWUKRT?E,NTIVRY? 1D Diva? v 4

ZAEM Create Self-Signed Certificate ﬂil =

i_} Specify Friendly Name

|

Specify a file name for the certificate request. This information can be sent to a certificate autharity
for signing:

Specify a friendly name for the certificate:

Pecoc]

Cancel
Add yin?1 Bindings -2 1na% ,Default Web Site -7 yay7 v .5

www.priority-software.com

Cat.No. LB150102 Ver.18 | 24/04/19



0 Default Web Site Home

Fiter: e - Eondl |Gomby: A
ASPNET

e T METEme M WETTnst  Appicaton  Correctin  SWTP Emal
Autfizeti. Complatin  Pages  Ghbavan  Levds  Setbngs

s

¢ A2 g . =
= ') 2 ] =8
A Autheniicabion Compression  Defauk Directory

Kite Bindings d A
Type | Hosk Mame | Park | IP Address | Binding Add.
http a0 *

Edit. ..
Eemove

Browse

1| | i

Close

il

w' SSL certificate-a .HTTPS-2 1ina%? w' Type nnn .Add Site Binding Jon nno" .6
.Close yIn77 w' xan 17n2 .OK 7y nx'N72 TWK71 DTIZ DOX'Y ATIVNN DY DX 1INAY

[nddseamdng 20|

; Type: IP address: Port:
Ihttps j IF'.II Unassigned j I443 B
Host name: -

S5L certificate:

TIRAYN NNNNA

y¥27 ' ANK |979T2 win'wa .Internet Explorer 2y niooian N1 7192 Niv'a1mn NIXNAITA :NIvn
70 Ni7ivon nX
NYTIN 727NN .01t/'oMImS 1w NRY w7 1av Internet Explorer 91T nimoh wr L1
Continue to this website (not -2 NN T 7V 'wNn71 NNIXK CWWKRY W' .DINTR
recommended)
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l@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErVer.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

rgj' Continue tg this website (not recommended).

& More information

:Certificate error 7y yIn%7 ' ,|9T9T2 namdn Miva .2

- ¥indows InCernet Explorer
5 Y I@ etps: A Dj bal Certficate error
File Edt View Favorites Tools  Help Security report

View certificate-a nina? v .3

0 j| I Certificate erra

B '@' ntrusted Certificate

The security certificate presented by this
wiehsite was notissued by a trusted
certificate authority.

This prablem might indicate an attempt to
fool yvou or intercept any data vou send to
the sermver.

We recammend that you close this
wehpage.

About cedificate errars

Via"m certificates

sInstall certificate 7y yin?7 v 4

Certificate x|

General | Details | Certification Path |

@E Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: *
Issued hy:*

¥alid from 16{10/2012 to 16/10/2013

Inskall CertiFi%Iate. o I Issuer Statement

Learm more abouk

www.priority-software.com
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Next > Place all certificates in the following store > Browse > Trusted Root :nina%7 wr .5

Cat.No. LB150102

certification Authorities > OK > Next > Finish

te Import Wizard x|

Certificate Store

Certificate stores are swstem areas where certificates are kept.

windows can automatically select a certificate store, or vou can specify a location For
w{c\ertificate.
Automatically select the certificate store based on the bype of certificate

i+ Place all certificates in the Following store

Certificate store:

I Browse. .. I
Select Certificate Store |

Select the certificate store you wank ko use,

| Personal -
il Trusted Ro ertification Authorities

| Enterprise Trusk
| Intermediate Certification Authorities
Ackive Directory User Object

|_Trusted Puhlishers I_ILI
»

[~ Shows physical stores I Mexk = I Cancel I

= q_.:(\. I Cancel | — I |

:Yes > OK yin?7 w' nyTINn MIWR? .0INTR IWTIN 72pnn .6

Security YWarning X|

vou are about to install a certificate from a certification authority
l_\ {CA) claiming to represent:

st001nn.ceshbel.co.il

windows cannok validate that the certificate is actually From
"sk001mn.ceshbel.colil”. You should confirm its origin by contacting
"st001nn.ceshbel.co.il". The Following number will assist wou in this
process:

Thurmnbprint (shal): 00SCO306 93279EC1 44 C420F0 AO4EFESS
AZA0SDT 3

Warning:

IF wou install this rook certificate, Windows will autonatically brust
any certificate issued by this Ca. Installing a certificake with an
unconfirmed thumbprink is a security risk. IF vou click "ves" vou
acknowledge this risk.

Do wou want ko install this certificate?

\"eT | Mo I
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NX7'79x0 v mjnn .4

.administrators nxipn Yynnwnd n'X'798N NNw7 o7 v 1

nNwora 1INaY71 Control Panel>User Accounts nx nino? ' :nnwa UAC nx nid7 vt .2
NNWOKYT [IINNN NX 1NA7 ' ,NN91v [I7na .Change User Account Control Settings
.Never Notify nannnn

:Windows Server 2012 7y ix Windows Server 2008 R2 7y |7nin n'¥j7*798n NOw DX .3
YaiEn v ' 2272 YIn77 v romme napnn 7w bin.95 nvp'ma ,nwn awnna
NNWOKXN NX N07 W' ,NN91v [I7na .Properties-a Nina%1 winhtml.exe
Windows 8-2 1ina% n1'nain nn'wnal ,Run this program in compatibility mode for:
Windows Server 2008 -2 n'Ta1y7) Windows 7-2 Ix (Windows Server 2012-1 nrT1a1y?)
(R2

.naon [S-nw kT v 4
service-nw qoia XTI7 W' ,N'¥P'79XN NV 7¢ UThn NIPNn D'YX2N DX :NYn
.709In Priority.net

Run as :a na'nal nTiavn |n71wa TR IX 7V N wzn NX'N72 oMM Nx 7von7 vt 5

Administrator
N
Open

Troubleshoot com patibility

Open file location
Rurn as administrator

Fin to Taskhar

Pin to Start Menu
tabula wnnwnd '0MMD NX 7'won7 W .6
< VNVI'XYT? NINTAD < NN NPITAN < NDWNA 70N NIPNNN NITXNS 7'von W .7
NXP7OX MY MpNN < 279X N NRITAN
.0"MUNID NL'™ Jon NNo' .8

| = (I by = R T T

| adrnin IL :l YWindows wamwn ow
[+ttt |L =| #noo
Il |: =| 0ITUTHL TR T3
t =| nIEmnY o nme-TT
Zhasting 173001 1
TP T
i —‘
| Nt I 71011 QI

NTINYal ,NdIYN 70 NIXWAN DY wnnwn niva? v \Windows wnnwn ow NTiNy e
.NMN'XNN XNO0'0 DIYTY? W' XNnOo'o
.0'9011 D'NNY [NNYI DININ 0'027 NW'A NYA DIY'N MY NIX NIYAYA 17X NIXYIN :Dn
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NTIyNa ny'om xX'nv '93 URL -0 N2IMd NX 7707 ' ,01N02'RA ANXN NAIND NTINY e
.0'wnnunn "y n>aynn n¥In? nunm it namd (w7 nx1) SSL -n
Jion nI'x hosting mhaona NTINYNY XTHT W' e
.MPNN NIFNYORN DY |70 NN AWK YIN77 w9

DIPNRN AIMIVAN
e penn

Non punn e punn @

[owa ] Lo | Lo ]

qon NNo* AWK, (\aN) X7 pwunnn oy TN IR ,TA72 017 punn 7v napnn 2Nt w10
Internet — 2 nIxn nyap

Pricrity Internet Setup @

IS options

Wiait 2 minutes for a response from Priority.

[fno response, display the file

[t supports the hitps protocaol (S50
[] Intranet Only?

Priarity options

Login ta Priority as tabula Passward -
Login to Windows as winTxGdshiadmin  Fassword secssssnse
Wiait 14 minutes for a request fram 1S,

Translate images in folder Asysterntimages to Ipriimages
Translate files in folder Jsysternimail ta Jarirnail
keep a History Log for 0 days [] Detailed?

If out of Priority user licenses, display the file

8].4 l [ Cancel ]

:IIS Options

190N NX V'RYNYT Y701 10M1Mon N2INY 'Nnn pim NNXRY NIpTR 190N DX niwA? v 1
27NN NYM2D Ya7av NI

V'OIN ¥ IRAYN NYTINY 1D ,9TN 2'N1 DX DIvY? v HTML-2 nxaw T a7 nanaox .2
.N2"an X7 NDYNNY NNl
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21710091 N NOWNnN Mpnm 17 1S -0 1w DX N'RNNN NNYWOKRN DX N0 .3
HTTPS
W7 701Ny 190 HTTPS -2 nTIAY? NWN DX D'RNNY Ymin ;o

Intranet nTmMyn NX [NO ,NIIAXN YD NTIAYY? 11X Wnw! RXp'798N DWW OX .4
NP NTINYD IR I'RUNYT W' ,01101'R nTIAw? .Only

:Priority Options

Jonivix o1 Windows -n wnnwn nno'ol ow .tabula -n nno'o nx niw 7 w1

AI7'wo K77 101197 [IS -0 2 wrn vian 79t |na NipTn 190N R DIva7 w2
,LJOMIMD DY 1Y XN INKYT 0'010] NNANNN WNNWN IX 790\NI7w DS 701 :ayn
AIY'R YN 7u9In ,9011 WNNwn 7¢ N0 701 .'oMimMo 17 1S -0 A e vian Nno
.N2D' NIZT 90N NNKRI 7'W9 K77 1910 WPN YIIN NRNN UNNWNN KYIP UKD .00

7T XXN1 12 2'NIN DX DIYAY ,NIRI'YN DNONY NN V91N NTAINY ARAYN TWTIN 1D .3
Jnw html -n

.NN7¥N2 Nn*Non Mpnnnv nyTin 7apnn .OK yn7 .11
tabula nno'o nx |'Tn7 N7 2%7wa wpann N punnn 7w nagnna :nva

n'xp"wxn nva vio'nn NN'Y NMgnn

IXD NI¥n? NI YID'NN NN'Y m,vnn'7 NniovIdN NI'NIN

nN22NNN NN 7377121 '211 ;79NN '0'1I'M19 /017 10mM1mM9 nyIn .5

V"7 1V"MIMO
NN MIY'PNN NDYXann gunn? non
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The following is a list of steps you can take to secure your server. Note that these are only recommendations
based on our experience; in no way do they replace a thorough assessment of your operations by a security
expert.

[0 When configuring the application server, ensure you use a full address (e.g.
https://appserver.domain.com) and leave port 443 as the only open port.
[0 Disable Directory Browsing in IIS and ensure this setting has been applied to all IIS directories.

L Internet Information Services (IS) Manager -|e
00 P
Fla  View Halp
'l;_._ M | U'il_' Directory Browsing
Ny Staet Page U th Teature $0 gpecify the indormation that displeys in a dnecbory Soathed |

a 43 TOOMDT [FARM ez}
o} Applcation Pock.
8 Shes

ksting.

O Create custom error messages for errors 403 and 404 in the IS server. You can find detailed
instructions how to do so here:
https://technet.microsoft.com/en-us/library/cc753103%28v=ws.10%29.aspx?f=255& MSPPError=-
2147217396

O Run anti-malware and antivirus scans on your server and run tests on your communications and

security software.

O Install a 2048-bit SHA2 SSL certificate.

[0 Enable only protocols and ciphers using TLS 1.1 and above. Disable older, less secure ones. The
screenshot below shows protocols and ciphers which (as of the writing of this appendix) are believed
to be secure.

You can use IS Crypto to manage protocols and ciphers, available here:
https://www.nartac.com/Downloads/IISCrypto/IISCrypto.exe

B /s crypto 20 NARTAC
SOFTWARE
— Schannel
; ese settings enable or disable varicus options system wide. When the checkbox is grey it means no setting has been specified and the
Thi bl lisabl le. When the checkb has b fied and th
Cchannel default for the %&rating system will be used. Click the Apply button to save changes.
\ Protocols Ciphers Hashes Key Exchanges
Q [] Multi-Protocol Unified Hello [] MuLL MD5 Diffie-Hellman
e e [JecT1.0 [[] DES 56/56 SHA. PKCS
5 ) []ssL20 ] RC2 40/128 SHA 256 ECDH
[ s5L3.0 ] RC2 56/128 SHA 384
TS 1.0 [] RC2 1281128 SHA 512
| d LS 1.1 [] RC4 40/128
Templates TS1.2 [] Rc4 56/128
[] Rc4 84/128
[] rC4 128/128
i' { [ Triple DES 168
AES 128/128
Site Scanner AES 256/256
Set Client Side Protacals
L
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